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While these solutions might give you a possible answer to all these questions, they don’t always tell you
how to get the answer, which is really where the fun lies. This is just a way to check if your thinking is
correct. For the more open-ended questions, you might have a valid answer that doesn’t appear here, which
is okay too.

1. (a) If the message is very short, there aren’t very many possible ways to scramble it. For instance, if
the plaintext is HI, the only possible ciphertext is IH, and decrypting it is obvious even without
the key.

A substitution cipher, on the other hand, works really well on short messages. As an extreme case,
if you have a plaintext that is one letter long, there’s no reasonable way to guess the plaintext
when using this cipher.

(b) When Bob decrypts the defective ciphertext, he gets

REIMEATIAMEDYTREL

This makes no more sense than the ciphertext did, leaving Bob in a conundrum to figure out what
Alice meant to say.

If the same type of mistake happened when using a substitution cipher, the plaintext Bob gets
would look like the one Alice sent, but with that one letter missing. Since all the letters are still
in the right order, Bob should easily be able to figure out what the message means.

(c) With a transposition cipher, the loss of half the message is probably fatal – Bob will not be able
to figure out anything Alice was trying to say. As an analogy, imagine you only have half the
pieces to a jigsaw puzzle and are trying to figure out what the puzzle looks like fully assembled...

Of course, if a substitution cipher was used instead, the first half of the ciphertext corresponds to
the first half of the plaintext, so Bob could still recover the first half of the message.

2. The ciphertext is

XSUGBGZJXFHSCGEXMGWJXQGMCSHNIQYILBUNJNBSJXLXMFSHXJSNNM

3. Probably the easiest way to do this is to start with the first five letters of the ciphertext, ALKLQ, and
keep shifting all the letters forward one place in the alphabet until something sensible emerges. Doing
this gives us

BMLMR
CNMNS
DONOT

Already, this last one makes sense: it could be ”Do not”. Applying this shift to all the ciphertext
letters reveals the plaintext. Putting punctuation and spacing back in, it reads

Do not go where the path may lead, go instead where there is no path and leave a trail.
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4. (a) There are 26 letters that A could be replaced with in the ciphertext. After this choice is made,
there are 25 remaining letters that B could be replaced with. This leaves 24 choices for the
encryption of C, and so on. In total, there are

26 · 25 · 24 · 23 · · · · · 2 · 1

possible keys when using this cipher. For those familiar with factorial notation, the answer can
be re-written as 26!. Converted to scientific notation, this is about 4.03 ⇥ 1026. If you like, you
can subtract o↵ the key that doesn’t change any letters, but it doesn’t really change the answers
to the other parts of this question.

(b) In this situation, you can check 1, 000, 000, 000 keys per minute. Since there are 60 minutes in an
hour, 24 hours in a day, and 365 days in a year, you could manage to check

1, 000, 000, 000 · 60 · 24 · 365 = 525, 600, 000, 000, 000

keys every year. If we divide the total number of keys by the number of keys we can check per
year, we get

26!

525, 600, 000, 000, 000
⇡ 767, 297, 300, 469

years! That seems like a long time (we’ll see just how long in the next part).

(c) Now we take the answer from the previous part and divide through by 13, 772, 000, 000 years, the
approximate age of the universe:

767, 297, 300, 469

13, 772, 000, 000
⇡ 55.7.

So, even with a billion people to help you check keys, you’d all still be going for almost 56 times
the current age of the universe. No wonder people thought the monoalphabetic substitution cipher
was secure (at least at first).

5. After decryption, and restoring original punctuation, the plaintext is:

Someone once told me that time is a predator that stalks us all our lives, but I rather believe that time
is a companion who goes with us on the journey, reminds us to cherish every moment, because they’ll
never come again. What we leave behind is not as important as how we lived.

For the curious: up to minor adjustments, this is a line spoken by Captain Jean-Luc Picard in the
movie Star Trek: Generations.

6. (a) i. If we know (for instance) that the word being repeated is four letters long, we can just break
the message up into four pieces:

• The first, fifth, ninth, . . . letters.

• The second, sixth, tenth, . . . letters.

• The third, seventh, eleventh, . . . letters.

• The fourth, eighth, twelfth, . . . letters.

Each of these chunks of message has been encrypted with a shift cipher. If we do frequency
analysis on each chunk, it should be manageable to figure out what shift was used in each
case and therefore decrypt the message. After taking a guess at each shift, it helps to look
at which four-letter word would produce these shifts. If it comes out as a sensible word (like
KING), it is quite likely you’ve found the key. (But keep in mind that someone might use a
gibberish four-letter word just to throw you o↵ the scent.)
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ii. We assume that these repeated pieces of ciphertext result from repeated pieces of plaintext
encrypted according to the same set of shifts. Let n be the length of the repeated word that
forms the key. If “TPC” shows up twice, 75 letters apart, it is reasonable to guess that 75 is
a multiple of n. In that case, pieces of plaintext 75 letters apart are encrypted by the same
collection of shifts. For the same reason, “APSA” showing up twice, 27 letters apart, suggests
that 27 is a multiple of n. Let’s list out all the factors of these numbers:

Factors of 75: 1, 3, 5, 15, 25, 75.
Factors of 27: 1, 3, 9, 27.

It looks like 1 and 3 are the factors in common, so it seems likely that n is either 1 or 3. But
if n = 1, then the key is the same letter over and over again (like BBBB· · · ), which makes it
a shift cipher. We know those are very insecure, so n = 3 seems more reasonable.
After we know this information, following the process described in part i. can lead to a
decryption. That’s why the key in a onetime pad cipher should be totally random!

(b) This is best explained by example. Suppose the onetime pad key is QINTEDOMDW, and the
answers to the two tests are:

TFFFTTFTFF
FFTTFTTFFT.

Take a look at the corresponding encryptions:

JNSYXWTFIB
VNGMJWHRIP

Notice that some of the ciphertext letters are the same between the two messages, and others are
di↵erent. In particular, the second, sixth, and ninth letters match, and the rest don’t. Notice
these are exactly the questions on the two tests with the same answer!
In general, all you have to do is compare the two ciphertexts to see which letters are the same.
For those letters, the answers to those questions are the same on both tests. For all the rest of the
letters, the answers to those questions are di↵erent. I don’t want to spoil all the fun, so I leave it
to you to convince yourself why this is true...

7. (a) Using the old-style “symmetric key” cryptography, any pair of individuals wishing to communicate
would have to exchange a key. So, we need to count the number of pairs that can be formed from
36 million people. Each person in Canada can pair up with any of the 35, 999, 999 other Canadians,
and this is true for each of the 36 million Canadians. So it seems like there should be

36, 000, 000 · 35, 999, 999 = 1, 295, 999, 964, 000, 000

keys. But we must be careful: we have actually counted each pair twice. For instance, the pairing
{Alice, Bob} comes up when we count the number of pairs involving Alice, and also when we
count the number of pairs involving Bob. So the real answer is

36, 000, 000 · 35, 999, 999
2

= 647, 999, 982, 000, 000.

That’s still a lot of keys! For those familiar with binomial coe�cients, another way to write the
answer is

�36,000,000
2

�
.

If the population of Canada increased even by 1, the 36, 000, 001st Canadian would need 36, 000, 000
new keys, one for every person already living in the country. This creates a lot of work for the
government!

(b) Here, the number of keys is much more manageable. For each of the 36, 000, 000 citizens, the
government only needs to store one public key. If a new Canadian citizen came along, the govern-
ment only needs to store one new key, which is much better. Notice also that the government is
unable to decrypt anyone’s messages, because they don’t have the private keys. In part (a), the
government has the power to read everyone’s encrypted messages, which is probably not a good
thing.
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